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United Kingdom
The Cabinet Office has launched the
UK Cyber Security Strategy, setting
out a programme of work over the
next four years to bolster the UK’s
cyber defences underpinned by
£650m of investment. The Home
Office, which received £63m under
the programme, will lead the work
in the Strategy on tackling cyber
crime. These measures include cre-
ating a new cyber crime unit within
the National Crime Agency by 2013
and expanding the use of police of-
ficers with specialist cyber skills.
Home Office Minister for Crime and
Security James Brokenshire said:
“The new National Crime Agency
will share knowledge and expertise
across law enforcement agencies,
building on the pioneering work
done by the Metropolitan Police
and SOCA. We are also reaching
out to industry and the public to
get involved. We all have a role to
play in keeping ourselves and our
families safe while enjoying the
huge opportunities and benefits of
surfing the web.”

The strategy provides for greater
co-operation between the govern-
ment and the private sector on cyber
security. One action highlighted in
the strategy is the establishment of
a joint public/private sector security
‘hub’, which will allow government
and the private sector to exchange
actionable information on cyber

threats and manage the response

to cyber attacks. A pilot will begin
in December with five business
sectors - defence, telecoms, finance,
pharmaceuticals and energy.

The government has already
ranked cyber security as a tier 1 na-
tional security priority and Cabinet
Office figures report that there are
more than 20,000 malicious emails
on government networks each
month, 1,000 of which are deliber-
ately targeted.

In order to confront high-end
threats, the strategy sets out a com-
mitment to create a new Defence
Cyber Operations Group within
the Ministry of Defence. This will
include a Joint Cyber Unit hosted
by GCHQ, which will develop new
tactics, techniques and plans to
deliver military cyber capabilities.
The future contribution of reservists
in providing access to specialist
cyber knowledge and skills will
also be considered. The new Joint
Forces Command, led by a Four Star
military officer, will take the lead in
developing and integrating defence
cyber capabilities from April 2012.
On behalf of the government, the
Centre for Protection of the Nation-
al Infrastructure is already working
with a network of critical national
infrastructure companies to ensure
that they take the necessary steps
to protect key systems and data.
The government will now work to
increase its reach to companies that

would not ordinarily be considered

part of the critical infrastructure,
but collectively they represent an
important part of the economy.
Following allegations of lapses in
border security, the Home Secretary
has confirmed that there will be an
immediate and thorough investiga-
tion into the UK Border Force.
Speaking to the House of Com-
mons, Theresa May said: “In July I
agreed that the UK Border Agency
(UKBA) could pilot a scheme that
would allow Border Force officials
to target intelligence-led checks on
higher-risk categories of travellers.”
Among other measures, the pilot
allowed, under limited circumstanc-
es and subject to risk assessment,
Border Force officials the discretion
to judge when to open the biometric
chip - which contains a second pho-
tograph and no further information
- on the passports of EEA nationals.
The pilot was extended on Sep-
tember 19 and was due to cease at
the end of October. The results are
not yet fully evaluated but UKBA’s
statistics show that compared to the
same period last year, the number
of illegal immigrants detected
increased by nearly ten per cent.
Following an initial investigation,
three officials including the former
Head of the UK Border Force Brodie
Clark were suspended from duty.
Brodie Clark appeared before
the Home Affairs Committee on

November 15 to give evidence on
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UNSC calls for 193 states to share information with INTERPOL

the operations of the UK Border Agency and
specifically the relaxation of passport controls at
the border and any further measures introduced
between July and November 2011. In a state-
ment released on the same day, Mr Clark said “I
introduced no additions to the Home Secretary’s
trial, neither did I extend it or alter it in any way
whatsoever; I was meticulous in ensuring that my
top operational team and my senior port manag-
ers had complete clarity on the Home Secretary’s
requirements; I briefed them personally. Over the
first month of the trial, I reported weekly to the
Home Secretary, as she required, and with each
briefing I offered a follow up meeting. Aside from
teething issues, the trial delivered into the border
business exactly as she wished. I did not enlarge,
extend or redefine the scope in any way.”

Following the evidence session with Brodie
Clark CBE, former Head of UK Border Force, and
Rob Whiteman, Chief Executive of the UK Bor-
der Agency, the Home Affairs Committee invited
the Minister for Immigration, Damian Green MP,
and the Permanent Secretary, Dame Helen Ghosh
DCB, to give oral evidence on November 22. The
Committee has also written to the Home Secre-
tary asking for copies of six documents which are
relevant to the case.

Committee Chairman, Rt Hon Keith Vaz
MP said: “The Committee is determined to get
to the bottom of this serious breach of security.
The resignation statement of Mr Clark directly
contradicts evidence given by the Home Secretary
to the Home Affairs Committee yesterday. It
also contradicts the statements made since last
Thursday which quoted that Mr Clark was solely
responsible for the unauthorised relaxation of
border checks.”

The UK Border Agency was also under the
spotlight due to the planned industrial action by
public sector workers. Thousands of border staff
took part in the strike on November 30 in protest
at government pension changes. Civil servants
were asked to volunteer to cover for the absences
of staff at borders. The UK Border Agency said
training was provided.

Tough new rules and enforcement action to
stop abuse of the student visa system mean that
over 450 education providers will no longer be
able to sponsor new international students. In
total these colleges could have brought more than
11,000 students into the UK to study each year.

For some time, there have been concerns
that those involved with or wishing to become

involved with violent extremism activities have

www.globalresponsepublishing.com

abused the student visa system in order to gain
access to the UK. In 2009, a report by the Home
Affairs Select Committee criticised the govern-
ment for failing to deal adequately with the
explosion in bogus colleges springing up across
the UK.

New UK Border Agency regulations have sig-
nificantly raised the standards education provid-
ers must meet before they can bring international
students to the UK. So far, over 400 colleges have
lost their right to recruit international students
after they failed to sign up for the new inspection
system.

In addition, a targeted UK Border Agency
investigation into more than 100 colleges
has led to 51 having their licences to recruit
international students revoked. The investiga-
tion followed a spike in applications from South
Asia just before the English language require-
ment rules were tightened. More than 4,500 of
these applications to study have been refused or
withdrawn as a result.

One college advertised classes even though
the website said it was shut for maintenance,
while another could not produce a list of students
enrolled or a timetable of classes. On inspection,
others could not produce any records of student
attendance, or evidence of checking student

qualifications.

London Cyber Conference

The UK Foreign Secretary William Hague has
convened a major conference in London, bring-
ing together industry, government and civil soci-
ety representatives to address challenges posed
by the internet. During the two-day London
Conference on Cyberspace, delegates from over
60 countries discussed topics from the protec-
tion of national infrastructure to international
security and online policing.

Speakers included UK Prime Minister David
Cameron, Wikipedia founder Jimmy Wales, and
Russian security expert Eugene Kaspersky. US
Vice President Joe Biden attended via video link.

The event played host to an industry show-
case hosted by UK industry groups ADS and
Intellect, which demonstrated the latest tech-
nologies and services under development at UK
companies. Research by Intellect suggests global
web-based business is worth USD8 trillion annu-

alone made GPB361 million of sales. Both trade

NEWS

Immigration Minister, Damian Green said:
“Widespread abuse of the student visa system
has gone on for too long and the changes we have
made are beginning to bite.”

The UK Border Agency has also created a list of
more than 2,000 banks and financial institutions
that can no longer provide evidence to verify a
student has sufficient funds for their course. Ifa
bank is on the list, a student citing that institution
will not be granted a visa.

Further measures to tighten the student regime
are due in April. The post study work route, which
has allowed graduates free labour market access,
will be closed and students wishing to stay and
work will need to apply under the skilled workers
visa route. There will also be new time limits on
student visas and tougher rules on work place-
ments. In the meantime the UK Border Agency is
continually monitoring the behaviour of all spon-
sors and will take action against any that are not
complying with standards of education provision

or immigration control.

United States

On November 12, Secretary of Homeland Secu-
rity Janet Napolitano joined Attorney General
Eric Holder for the biannual US-European Union
(EU) Justice and Home Affairs Ministerial at the

US Department of Justice to discuss international

groups agree these figures are likely to increase.

According to Gordon Morrison, Intellect’s di-

rector of defence: “Cyberspace offers both great
opportunities and great challenges for economic
growth”, a view which dominated proceedings
at the conference. The industry showcase and
accompanying workshop were designed to
“enable businesses and political leaders to share
the latest thinking, and gain valuable insights

to help them develop their crucial strategy for
cyberspace.”

Rees Ward, CEO of ADS said: “UK cyber

businesses have much to offer from devising
new applications to addressing cyber crime.
The London Conference on Cyberspace is an
outstanding opportunity to showcase UK cyber
© expertise to the world.”

Mr Hague closed the conference with a call

for "a global, co-ordinated response”, in which

: governments, individuals and industry would
work together to “reap the benefits of a safe
and secure cyberspace for generations to come”,
ally, and ADS estimates that in 2010 its members  :

calling the task “one of the greatest challenges

¢ we face".
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Cyber Security Asia

SMi Group held its inaugural Cyber Security initiatives from the UK and Russia.
Asia conference and exhibition in Singapore
in November. Focus sessions included a look
at how international cyber commands are

In addition to the focus sessions, the confer-
ence included panel discussions and working
groups that debated whether a cyber attack
is an act of war and what constitutes cyber
terrorism.

The Cyber Security Asia conference ran paral-
lel to an exhibition where companies showcased
their products, technology and solutions for the
cyber security community.

conducting full spectrum military cyberspace
operations, Japanese cyber defence, Cloud
realities, Chinese cyber nationalism, Open
source cyber intelligence, protecting critical
national infrastructure, cyber terrorism in the
Asia Pacific region and national cyber security

collaboration on counterterrorism and home consolidate information about piracy o! the
land security issues witelJ Vice President coast ofSomalia and help develop actionable
and Commissioner for Justice Viviane Reding.analysis for law enforcement, UN Resolution
EU Commissioner for Home Alairs Cecilia 2020 (2011) Ourges Rhtes to share such
MalmstrSm, Polish Deputy Minister of Justice information with INTERPOL for use in the
Igor Dzialuk, Polish Deputy Minister of Inte  database, through appropriate channelsO.

NEWS

Bomb technicians, CBRN experts and investiga
tors from 25EU countries, Australia, Colombia,
Norway and the Sparticipated in a conference
and worked together in a specialised training
event to increase their expertise and knowledge
on how to deal with the threat coming from
improvised explosive device&lls), used by ter
rorists and organised crime networks.

Among other activities, the participants at
the EuropeanEOD Network Conference and
Training event inVarsaw, Poland on October 31
were updated on recent attacks involving the use
of homemade explosives arigDls. %ey worked
together on improving techniques to render safe
improvised explosive devicé&pecialists from the
Polish Police also showed their expertise in this
$eld, demonstrating a range of equipment used to
deal with the ED threat.

%e EuropeanExplosive Ordnance Disposal
Network EEODN) is one of thé&uropean Un
ionOs priority policies in the $ght against terror

rior Piotr Sacha"czyk, and Danish Minister of  %e adoption of UN Resolution 2020 (2011) ism. %eEEODN was established as requested in
Justice Morten B¢ dskov.# came as a training course was being held in thige EU Action Plan orEnhancing theSecurity of
As part of their meetindgsecretary Napo# Seychelles in the framework of IERPOLOs  Explosives, and was approved by BheJustice
tano and Attorney General Holder discussed European Union-sponsored project on capac and Home Alairs Ministers in April 2008nce
the importance of co-operation in the area of ity building and crime scene management besthen,EOD and CBRN experts have met twice

cybercrime and noted the success of the $rst practice against maritime piracy in the Horn
ever joint US-EU tabletop cyber exercise on  of Africa.
November 3, 2011 in Brussels.

Secretary Napolitano also underscored the
signi$cant progress made to date in negotia
tions on the &-EU Passenger Name Record of the 1995 resolution proposing a Middast
(PNR) agreementNreiterating the important  free of nuclear and other weapons of mass
role that information sharing plays in securing destruction B have announced that Finland
travel while protecting the privacy of passen will host the conference to be held next year
gers.#arlier in November, Deput$ecretary on the establishment of a nuclear-weapon-
Jane Holl Lute initiated an agreement betweerfree zone in the MiddlBast. Jaakko Laajava,
the UnitedSates and th&uropean Union on  Undersecretary of Foreign Alairs of Finland,
the transfer and sharing of PNR. has been appointed as the facilitator for the

%e Attorney General stressed the sub 2012 conference.
stantial# progress that DOJ, S&ndEU
experts have made in working together on
joint exercises regarding improvised explosivebillion proposed programme budget for the
devices, and sharing expertise and intelligenc2012-2013 biennium includes a provision of
regarding EDs.# over $1 billion for special political missions

The United Nations, Russia, the United King-
dom and the Unitecdates b the co-sponsors

UN Secretary-General Ban Ki-moon’s $5.2

International
The United Nations Security Council has
unanimously endorsed a resolution calling on initially approved for the 2010-2011 budget,
all of its 193 member states to share informa but below the current revised level.
tion with INTERPOL as part of a comprehen Soecial political missions have critical,
sive global response to maritime piracy o! the life-saving mandates. %ey o&en operate
coast ofSomalia.

Commending INTERPOL for creating its
Global Maritime Piracy database designed to during the current session.

to be extended or approved during the bien
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under extremely di'cult conditions. Detailed,
individual budgets for each will be presented

a year to discuss and understand the existing
threats from the illicit use of explosives and
CBRN agents.

During this conference, an important agree
ment was made in order to implement Action
H38 of theEU CBRN Action Plan, by fully in
tegrating the $ght against the CBRN threat into
the network goals, and creating two specialised
working groups: one for explosives and another
for CBRN. Both working groups will continue
exchanging their expertise and best practices un
der the common umbrella of tHeEEODN, which
amended its protocol to re(ect these changes.
INTERPOL has launched a global campaign
against fake medicinedlith Africa especially
alected by the trade in counterfeit medicines,
keynote speakers at the event in Nairobi, Kenya
underlined how thousands of innocent people on

related to peace and security that are expectetthe continent and beyond unknowingly put their

lives at risk every day by taking medication that

nium. %is amount is slightly above what was is fake or has been traded illegally.

Kenya's Minister of Industrialization, Amazon
Kingi, said: "Kenya is fully committed to $ghting
fake medicines. %is crime is a global health
challenge and, as a major risk to the public, it
requires a multi-sector approach.”

Tanzania's Minister of Home Alairshamsi
Vuai Nadodha, described the gathering as "an

December 201[iGlobal Responsd



$1.6 million investment to develop nuclear terrorism prevention

NEWS

important initiative by INTERPOL to explore all Australia "is operation comes on the back of the sup
methods in the !ght against counterfeit medical "e Australian Defence Force (ADF) has partici  ply, currently underway, of some 6,600 family
products by raising awareness of this serious  pated inExercise BRSAMA LIMA 2011, a major tents accommodating approximately 35,000
threat to public health." military exercise wittdngapore, Malaysia, New persons. "e tents are provided through grants
"e head of INT ERPOL's Medical Products Zealand and the United Kingdom under the Five from some 18 Membe&ates of théeuropean
Counterfeiting and Pharmaceutical Crime (MP Power Defence Arrangements (FPDA). "is year Union, while the co-ordination and part of the
CPC) unit, Aline Plancon, said: "INRPOL is marks the 40th anniversary of the agreement. air transport costs are provided by theropean
seeing an alarming number of international caseSommencing on October 17 and concluding on Commission through th&uropean Civil Protec
involving the manufacture, trade and distribu  November 4Exercise BRSAMA LIMA 2011 was tion Mechanism. Most tents consignments have
tion of counterfeit and illicit medicine®Vve are conducted in various locations on the Malaysian already been delivered Evzurum airport. In
working with our 188 member countries, partnerPeninsula and in thSouth ChinaSea. some cas&U MemberSates have provided di
organisations and across the public-private sec Chief of Joint Operations Command, Lieutenant rect grant donations to the Turkish authorities.
tors to disrupt the criminal networks which are General Ash Power said the FPDA provides the  "e Commission has also deployedEuro-
making huge prol!ts with careless disregard for ADF with the opportunity to develop relation pean Civil Protection team of six experts to the

people's health." ships with important security partners while disaster area. "e team is facilitating the arrival
Key partner organisations at the event in reinforcing AustraliaOs long-term commitment toand distribution of assistance provided through
cluded the Fondation Chirac, the Global Fund toregional peace and prosperity. the EU Civil Protection Mechanism.

Fight Aids, Tuberculosis and Malaria, the Iater AustraliaOs contribution to the exercise INCIUA@S +++vvrrrrrre e
national Institute Against Counterfeit Medicines,Air Force multi-role F/A-18 Hornets, two Mire LI bya

the Princess of Africa Foundatid®nergies hunters, and a Replenishment ship. "e United Nations o#cial co-ordinating ef -
Africaines, and th&Vorld Health Professions "e Commander of the ADF forces, Brigadier forts to ensure that Libya is free from the threat
Alliance. Chris Hamilton, said BRSAMA LIMA aimed to  of landmines and other explosive remnants of

------------------------------------------------------ enhance the way the combined air, ground and war (ERW) following the recent con(ict has
International law enforcement elorts against naval forces of the FPDA countries work togethewurged the international community to quickly
the threat of radiological and nuclear terrorism to conduct combined and joint warfare activities. provide the required assistance for the work to
have been signilcantly enhanced a#er Swan OERSAMA LIMA also explores opportunities to start.

Foundation agreed a three-year grant worth $1.6ncorporate humanitarian assistance and disaster Max Dyck, Programme Manager for the
million to develop INERPOLOs Radiological andrelief capacity building,0 Brigadier Hamilton UN-led Joint Mine Action Coordination Team

Nuclear Terrorism Prevention Programme. said. In total, the exercise comprised 68 aircra#,in Libya (JMACT), told a news conference

"e grant will boost the INTERPOL 19 ships, two submarines and various support at UN Headquarters that although LibyaOs
programmeQs e$orts to raise awareness of the elements. National Transitional Council (NTC) is aware
threat among the international law enforcement « -« ««cccooooeereeeeeiiiereeiiiinieeiiee it will have to fund the mine action e$ort, the
community as well as develop police training TU rkey interim authorities were not yet in a position
programmes and help strengthen enforcement On October 3, the Ministry for EU Alairs, to do so. He said the release of LibyaOs frozen
of legislation across INRPOLOs 188 member theEU and the Turkish Red Crescent signed a funds from foreign countries will take time,
countries. grant agreement for the supply of some 1,200 and that it will also be a while before Tripoli

"e grant will be used to develop the three temporary housing units accommodating 6,000 has put in place the mechanisms to receive the
main pillars of INTERPOLOs strategy against thepersons rendered homeless a#er the 23 Octobefunds.
threat posed by radiological and nuclear materi earthquake in the Van Province, Turkey. "ese Aside from mines, Libya also faces the problem
als: intelligence analysis, training courses and housing units, made of steel and fully insulated,of ERW and large amounts of unsecured-am
operational support. are composed of two rooms, a kitchenette and munition and weapons systen&me 440 of

Central to INTERPOLOs initiative is the a bathroom and toilet. "ey will be connected  the several thousands of air strikes in Libya
concept that no single organisation maintains to electricity, water and sewage. "e cost of this were carried out against ammunition storage
the capability to address this problem alone. second operation is %4 million, or approximatelwgites, Dyck said.

"erefore, INT ERPOL champions the idea that Turkish Lira 10 million. O"ere are also quite laye security prob
police, public health, regulatory and policy pro "e procurement and installation of these tem  lems... in terms of movements of munitions
fessionals must come together to meet the threaporary housing units will be made by the Turkish around the country, the security of the ammuni
preventively. Red Crescent, direct bene!ciary of tHd&rant tions and various weapons systems. "ese are

In this respect, an INERPOL global summit  (under&the Instrument for Preaccession Assistancgubstantial issues, both humanitarian and secu
held in May in Lyon set the course for collabora - IPA), in co-operation with the Disaster aBther  rity B the NTC are very aware of the issues and
tion and prevention against radiological and nu gency Management Presidency (AFAD), the Van are working very closely with us and the various
clear terrorism through an integrated collective Governorate and the Van afiici' Municipalities.  actors in trying to get on top of it,0 he said.

approach leveraging international partnerships "e temporary housing units will be allocated to "e Security Council has called on the NTC
and expertise across all sectors. the families whose houses have been destmyed to take action to prevent the proliferation of
------------------------------------------------------ are unsafe. arms, missiles and related equipment, warning
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Dutch armed forces able to deploy 50 maritime security teams in 2012

NEWS

of the danger they pose to the country and the management, sharing and analysis of police
region

In a resolution adopted unanimously, the
Council also authorised its committee on

level to more e$ectively combat drug tra&ck
ing, illegal immigration, money laundering
Libyan sanctions to draw up proposals for hovand weapons tra&cking.
to keep any stockpiles of arms and equip Also on the agenda was the possibility of
ment away from terrorist groups, including Ghana hosting a Maritime Piracy Centre and
the group known as Al-Qaeda in the Islamic ways in which INERPOL could support its
Maghreb. development. INERPOLOs long standing

le resolution, adopted hours before the commitment to tackling maritime piracy saw
mandate for authorised international military the launch this year of a project by the world
action in Libya came to an end, voiced concerpolice body to provide essential equipment
about the proliferation of arms in the region, and training to law enforcement acrdsast
especially man-portable surface-to-air mis  African countries with '1.6 million funding
siles, known as MANPAS from theEU.
Spain Netherlands
ETA has declared a definitive end to armed In 2012, the Dutch armed forces will be able
activity. le group says it will continue to

ni"cant progress in developing legal structures

information on a national, regional and global and law enforcement methods for combating

terror "nancing and money laundering.
Terror "nancing which relies heavily on
legal funding sources, o#en uses funds raised
by non pro"t groups and NGOs, including
charities. !e International Monetary Fund
noted recently that both money laundering
and terror "nancing activities exploit "nancial
vulnerabilities to undermine the integrity
of "nancial institutions and states. "lose
"nancing terror are creative, and national
authorities need to keep one step ahead of
them" MONEY VALO&xecutiveSecretary, John
Ringguth, said.

Switzerland
In the "rst half of 2011, the Reporting and

to deploy 50 military security teams B known Analysis Centre for Information Assur

campaign for its cause using peaceful meansas 'vessel protection detachments' or VPDs Bance (MELANI) detected higher numbers of

le Spanish government has hailed the
solidarity of thespanish people along with
the actions of th&ate Police Forces, the Civil
Guard, the courts, the intelligence services
and of others that have contributed to this "

against piracy.

le government has adopted the analysis
and recommendations of the report of the-Ad
visory Committee on Armed Priva&ecurity

to protect vulnerable Dutch merchant vessels espionage attacks on the most diverse range of

companies worldwide. e number of hacker
attacks aimed at accessing sensitive data also
increased. !e research found that there was

a substantial increase in skimming cases in

nal act. It has also pointed to the help providedgainst Piracy. Commissioned by the govern Switzerland.

by France and its authorities.

In a statement, th&anish government said
that 829 people have been killed as a result ofSomali pirates.

ETA actions. Five VPDs have already been deployed so

Thailand

Thailand's worst floods in decades have le#

deployment in the coming months.

In case the 50 VPDs are insu&cient, the
millions of acres of land under wat€ome government is investigating the feasibility of
60 of the country's 77 provinces, and some deploying military reservists and/or armed
eight million people, have so far been a$ectedorivate security personnel. le House of Rep
le %o00ds have also spread to neighbouring resentatives will be informed on this matter
Cambodia. !e !ai Red Cross and Interna before the end of 2011. Only if the expan
tional Red Cross have been providing aid andsion of the military VPD capability proves
assistance to families throughout the a$ectedinadequate will the government consider the
regions. Other countries are also sending aid possibility of deploying private security.
and expertise, such as the water specialist, my:«--oooooeeeeeeeemmriiiiiieeeen
crobiologist and %o00d containment specialistslsrael
sent from theBviss Humanitarian Aid Unit. MONEY VAL members from 30 countries and
Aviv, Israel and examined speci“c strategies
Ghana’s Minister of the interior Benjamin to confront and combat terror "nancing and
Kunbour has met with INERPOLSecretary
General Ronald K Noble to discuss a range
of initiatives where Ghana will participate,
including the INTERPOLSolen and Lost
FirearmsSystem 8LARM) and theWest
African Police InformatiorBystem WAPIS a
joint INTERPOLECOWAS European Union
project which aims to facilitate the collection, an active member in 2006 and has made sig

and of closures and con"scations of criminal
proceeds and assets.

MONEY VAL is the Council oEurope's ex
pert committee on evaluating money launder
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national authorities attended a meeting in Tel

ment, the Committee examined possible ways MELANI reports that in general, attacks are
of protecting Dutch merchant vessels against increasing rapidly, and says that it must be as

sumed that attempts are now made every day to
enter corporate networks.

far in 2011, and several more are scheduled for Under the label CAnonymousE, activists

around the globe co-ordinate their demonstra
tions for a free Internet and against govern
ment control. leir method of attack consists
of distributed denial-of-service attacks (D®o
attacks). lese saturate websites with innumer
able requests, to the extent that they are rendered
unavailable.
In contrast to Anonymous, the hacker collective
Lulzsec aims to use its actions primarily to draw
attention to security vulnerabilities and problems
on the Internet. A#er successful attacks, the
hacker collective publishes data, folder structures
and information on the hacked systems.

In order to access databases, deface websites
or infect them with malicious code, the corre
sponding web servers are usually hacked using

money laundering. lese include the impact of stolen access data. In this regard, frequently
legal instruments available to state prosecutordsited websites are popular targets for attacks.

le most prominent example was the attack last
April on Sony, whereby the data of 80 million
clients was stolen. Another victim of hacker
attacks was the Sksecurity company &,

ing and terror funding methods. Israel becameavhere the primary focus was on con"dential

information.
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TECHNOLOGY NEWS

Science Applications International Corporation sustainable customer base. le three aims of the  attendants or emergency teams%ito provide public as

(SAIC)has been awarded a subcontradBbyeral company are to improve the value for money that thesistance for managing swi$ exit and regrouping.
Dynamicgo support the relocation of theSDe- police receive from their spending @il services, According to Jame/ilcox, AvonOs Global
partment ofHomelandSecurityOs (BS) headquar enable greater innovation in polic@T so that Director of Marketing and Product Management,

ters by providing information technology integration operational o#cers have access to the best of new OAlthough the risk of @BRN threat might be
and implementation service®AlCOs subcontract has technologies, and free-up chief o#cers from in-deptHow, contracted security personnel should still be

a seven-year base period of performance and a valuavolvement with CT management. protected to assist where safety risks are considered a
of more than $90 million if all OPtioNs are eXercised. « <<« -« xxxxrrerrrrarerireieiieeieieeeeee strategic threat, particularly when public safety could
Work will be performed primarily in thiational Morpho(part of the Safran group) has signed a five be compromised by an incident. lis is particularly
Capital Region. General DynamicsO prime task ordgear agreement with the Australi@astoms and relevant to the growing numbers of privately-con

was awarded under theSGeneraBervices Admin  Border Protectiorervice to maintain its automated tracted security personnel who are being brought in
istration Alliant contract vehicle and has a value of border clearance system, knowrSamrtGate. to attend public events.

$867 million. SmartGate carries out biometric identi“cation of @Dnly last month adomeO#ce spokesperson

le D HSTechnical Integration Program provides eligible ePassport holdefsavellers are identi"ed con"rmed that the MoD would be providing assis
IT support for the relocation of5 headquarters to in real-time using facial recognition technology, and tance separate to the venue security operation at the
the Saint Elizabeth€East andVestCampuses, which  that image is then compared to the digital image  forthcoming 2012 ondonOlympics Games and that

are located in southeasashington, DC. Twenty- stored in the chip of their electronic passport. security personnel support requirements were being
two component agencies oHS will be part of the  «ooeerrrerrrreerrmee i "nalised by the UK government
consolidation of 14,000 employees from multiple  Following recent UK government public safety in conjunction with

sites into one new campus. lis includes new green, reviews of high pro"le sporting and cultural gather private security
scalable and con"gurabl& Infrastructure, with an  ings and the potential threat from a chemical or bio companies.O
integrated technology backbone that can accommo logical related incidenfyvon Protectiotis targeting
date I and smart building networks for the agency contracted security and emergency response teams
in the future. with a bespoke protective hood.
...................................................... Avon has been awarded meapprova| %for its

The Home Office has announced that a police- single use compact and portaBld20Emergency
owned and police-led information and communica ProtectionHood which is% speci“cally designed to
tion technologies € T) company will be established provide immediate high level% protection from either
by 2012 to provide services to UK-wide police forcesa chemical or biological atmospheric or particulate
and law enforcement agencies. threat.

Avon Protection

le new company will be independent from the le company says that few public service o#cials,
HomeO#ce, and will be responsible for the procure such as sports arena attendants, transport operatives
ment, implementation and management of complex or emergency service teams, are trained to use or

IT contracts. carryCBRN protective equipment if needed to a

le  HomeO#ce has set up a programme team  react to a related incidenfet discussions within this
to design and build this new company. le team sector have identi"ed a real need for fast response,
will also ensure that in-house€ services currently  respiratory protection without the burden of train
supplied by thélational Policing Improvement ing, maintenance and storage.

Agency NPIA) will be professionally managed a$er le EH20 hood o&ers portable or stowable respir
theNPIA closes in 201%\ten the company's new  atory solutions for eye, face and throat protection for
owners take control, their role will be to developa a minimum of twenty minutes to allow operatives,

Smiths Detectiohas announced a world- Prime Alert and Bi€heck Bio-Detection kits.%
wide partnership wittANP Technologies Used together witiNID S, these technologies
Inc. for its immunoassay technology, which  allow rapid threat assessment and identi"ca
is used to verify the presence of biological tion of bio-agents such as the microbes that

threats in the "eld.%a\® OBlano-Intelligent cause Anthrax, Plague aiidlaremia as well as
DetectionSystem (NIDS complements bio-toxins including Ricin and Botulinum.%
Smiths Detectiosuite of biological detec NIDSincorporates a multiplexed immurno
5 tion technologies for defence and emergen  assay test strip capable of identifying up to "ve
@ cy response applicationSmiths Detection di&erent bio-threat agents on a single strip.%
é will begin to markeNID Sthrough its le patented nano-technology is designed to
g global distribution network alongside overcome Ofalse negativeO results.%
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le latest security technology solutions go
head to head in the Global Security Challenge

|




Over $500,000 was awarded to SMEs at the challenge

he winners of two major annual prizes

for security innovation have been an-

nounced at the PitchLive event in Lon-
don, reports Alex Chitty. Comprising the Global
Security Challenge (GSC), the Cyber Security
Challenge (CSC) and a range of prizes in other
categories, the event saw over $500,000 awarded
to small and medium-sized security enterprises
through challenges supported by industry giants
BAE Systems, Digital Barriers and Thales UK
and the US government agency TSWG (Techni-
cal Support Working Group).

Speaking to Global Response, GSC judge and
former winner Professor Max Robinson, whose
company Kromek took the prize for best Small
to Medium Enterprise (SME) in 2009, explained
some of the benefits: “It gave us massive cred-
ibility, not just in the marketplace but in the
financial world as well. It was like a great piece
of due diligence, done by experts. We now have a
significant amount of contract work with the US
government; I can’t say that was a direct result,

but it’s more than a coincidence I think.”

The Global Security Challenge
Swiss firm Arktis Radiation Detectors took the
GSC prize for best startup, winning $200,000 of
investment for its new technology, which uses
tubes of compressed helium to detect high-ener-
gy ‘fast’ neutrons emitted by nuclear materials.
The system, which should allow users to identify
the type and source of detected radiation, has
potential for use in a number of scenarios, most
notably border security.

Speaking at PitchLive, Arktis COO Mario
Végeli outlined what the award will mean for
the company: “We are honoured to get the op-
portunity to work together with TSWG, and to
receive this chance to accelerate the introduction
of our transformational detection technology to
increase global security.”

The company has begun a maritime and air-
port screening test programme in US facilities,
and expects to complete this by May 2012.

The GSC prize for best SME went to Agnitio, a
Spanish developer of voice recognition technol-
ogy. The firm’s advanced voice biometrics tech-
nology allows surveillance and precise identifica-
tion through voice patterns, and is aimed at law
enforcement, military and intelligence users.

Agnitio’s CEO Emilio Martinez accepted the
prize: “Through this process, we’ve made a lot of
important connections and have also received
alot of good feedback. Winning the GSC will

help us develop new products and move into new

www.globalresponsepublishing.com

INNOVATION

markets. Our win also validates voice biometrics
as a key security technology.”

The GSC has awarded $2.9m in prize funds
since the first competition in 2006, but qualify-
ing for the finals carries its own benefits. Some
$117m has been raised by GSC finalist compa-
nies, owing partly to the exposure which their
innovations receive.

Following Arktis’ winning pitch came that of
US startup CipherCloud. The company’s Data
Protection products allow users to store data
remotely, preserving security while allowing for
easy monitoring. Focussing on markets includ-
ing Canada, Europe, Japan, Australia and New
Zealand, the company has already won a number
of prizes including 2011’s Under the Radar in
Mountain View, California.

Next came Israeli startup Defog, who out-
lined the Observation in Fog and Haze (OFRI)
surveillance sensor technology, which pro-
vides improved visibility for cameras in poor
environmental conditions. The system automati-
cally adapts to changing levels of visibility, and
has seen initial interest from the Israel Defense
Forces and the aviation industry.

India was represented by EasySecured, a
Mumbai based company which provides easily
deployable online security products for business-
es and individuals. The company’s consumer-fo-
cused MyCloudKey.com allows the passwords for
multiple sites to be stored securely and deployed
with a single click, while their patent-pending
‘passwordless’ authentication coverts data stored
on a user’s mobile phone into a trackable access
code for multiple sites.

The next finalist to present was InView Tech-
nologies, whose ‘Compressive Sensing’ aims to
drastically reduce the cost of ultra-violet (UV)
and infrared (IR) cameras. Sensors for viewing
imagery outside of the visible range are tradition-
ally very expensive, a problem which InView’s
technology addresses by shifting a camera’s
performance to cheaper components with a soft-
ware element. With Raytheon, Lockheed Martin,
Goodrich and FLIR as existing partners, CEO
Bob Bridge is confident of rapid growth.

The final startup pitch came from Radius
Technologies, whose ‘MAX’ (Microemitter Ar-
ray X-ray) aims to replace traditional vacuum
tube-based X-ray machines for transport security
applications. According to Radius CEO and
co-founder Mark Evans, the MAX system uses a
method known as tomosynthesis to generate 3D
images through 2D arrays, and avoids the need

for an external high-voltage supply. Its floor-

standing form means passengers can be scanned
in a standing position, improving convenience
and increasing passenger flow.

Following the startup pitches were those from
the SME finalists. Agnitio’s winning presenta-
tion was followed by C4 Security, whose Fides
products provide resilient supervisory control
and data acquisition (SCADA) systems. With
the rise of advanced computer attacks such as
STUXNET and ‘Duqu’, said C4’s representative
Eyal Udassin, SCADA systems have become the
‘Achilles’ Heel’ of critical infrastructure sites - a
problem which calls for efficient and cost-effec-
tive prevention.

Israeli firm DefenSoft followed with a pitch
of its Lighthouse boundary security planning
system, which analyses the topography of a
threatened or protected area and automatically
generates optimal placements for guard posts,
sensors, barriers, and response force positions.
The system calculates sensor parameters, and
accounts for blind spots and coverage areas by
means of a 3D computer model. According to
DefenSoft Chairman Kris Nybakken, Lighthouse
is scalable enough to use around single buildings
or large installations, and has already been used
by the Israel Defense Forces.

The next SME to present their concept was
Eureka Aerospace, whose Tmpulse’ Synthetic
Aperture Radar (ImpSAR) system, currently in
an advanced stage of development, will allow
operators to “see through walls”. Sponsored by
the US Department of Defense, it is hoped this
multi-use technology will provide security, law
enforcement, fire and rescue and agricultural us-
ers with a hitherto-unknown capability; remotely
generating 2D and 3D images of stationary or
mobile targets at ‘large’ standoff distances.

London-based video analytics company
Ipsotek pitched its Tag and Track (TNT) Video
Content Analysis suite, which is capable of
tracking multiple suspects using existing camera
infrastructure, while blurring images of innocent
citizens to avoid infringing on civil liberties.
TNT, which has already won a UK Home

Office Aviation Security Technology prize,
also has non-security applications such as
passenger flow tracking, and has recently been
installed at Dubai International Airport.

New Zealand firm TracMap brought the SME
pitches to a close, presenting its guidance system
for SAR (search and rescue) pilots to find people
or bodies in water or on land. Using low-cost
equipment, TracMap’s system identifies a search

pattern in areas up to 30,000 hectares, designed
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to provide reductions of up to 30 per cent in both TAC has applications from !nance and media which uses biometric control in conjunction
time and cost over traditionaAR slight pattern  entertainment industries, and works by acting with passwords to protect valuable datiDB

generation equipment. as a Oliaison® between the internet and a user@$RAP allows a high level of security customi
internal network. sation, allowing users with no specialised krowl
The Cyber Security Challenge Conseal Security was next in the running  edge to choose an Oaccess lifed for encrypted !les,

"e second security event at PitchLive was the  order, presenting its range of products which  receiving detailed reports on all legitimate and
Inal of the Cyber Security Challenge (CSC),-sup allows data on a lost device to be tracked and unauthorised access attempts.

ported by "ales UK and Digital BarrierdNow deleted remotelyn the event that a CD\[D or

in its third year, the CSC took Odata leakage® atJSB drive is misplaced by a user, an alert will bBrig ht futures

its central theme in 2011, and carried a $10,000 sent to an administrator who may then choose tbn addition to the !nals, organise@mniCom-

prize for the winners, Canadian compdny delete the information or track the unauthorisedpete screened applications from other security
"ink Security. Like the GSC, the CSC put global accessA ODual Locks® system provides a levelstartups and SMEs who were invited to pitch at
entrants through rigorous rounds of judging of protection above that of standard password the event and present their innovations te po
before inviting the !nalists to the London event. protection. tential investors. "ese included David Kamien

| "ink Security was awarded the prize for its British Firm Distributed Management from Mind Alliance b a regional GSC !nalist
O@O range of security products.cOnsists of a Systems (DMS) pitched itsAGQUE system, b with a collaborative risk management solution
USB device which stores data locally and online a version of which is currently in use with UK  inspired by the nuclear disaster in Japan; Paul
using a US Department of Defense approved intelligence agency GCHQASQUE allows Yates fromntelligent Fingerprinting with a
encryption algorithm. Users can share their organisations to store large amounts of data  device that provides simultaneous detection of

private !les with other Qusers, and since the securely, and by issuing authorised users with ametabolites and personal identiytastair Pat
system requires no installation, sensitive !les arehardware Otoken® can ensure that only those ierson from Digital Shadows presenting a solu
portable yet secur@ther features include audit possession of a token can gain access. tion to hacking attacks; DMithin "omas from

trail generation and user geo-location. OWinning Followingl "ink SecurityOs winning pitch SQR Systems with a secure encryption algorithm
the Cyber Security Challenge is giving our early was Ross MacDonald, Of LiveEnsure, mak system designed for scalable data; Criminal
stage company tremendous credibility in the ers of a cross platform and cross device securitynvestigation Solutions with its Fox remote
marketplaceO said Dr. Cedric Jeannot, companyproduct. LiveEnsure embeds an extra layer of surveillance systems; afiento and Kikusema
President. security into websites, devices and mobile appliwith their password creation innovations.

Also like the GSC, the !nalists of the 2011 cation, avoiding the risk of attack by key-logging Looking back at this yearOs event, Siobhan
CSC received valuable exposure. First to presenprograms or other malware. Upon enteringa  Gibney Gomis, Director dDperations and Mar
was Swiss !Irm BidD, whose OmyBDO biometric password, LiveEnsure forwards a login request keting atOmniCompete, said@nniCompete
authentication service allows users to create a to a local device or application in the userOs posvould like to extend its heartfelt congratulations

universal online identity, providing fast and session, verifying that particular user, device, to this yearOs Global Security Challenge winners,
highly secure access to a range of resources.  website or session. Angitio andArktis Radiation Detectors. Both
"e system uses face, iris and voice recognition "e Inal pitch of the CSC came fromNation companies had made it to regional Inals in
in concert, and can be used in bright sunlight  Technologies and brought the PitchLive securityprevious years, so it was very exciting for us to
or even in low-light conditions. myBiD was presentations to a clogéationOsIBWRAP see how they have taken on judgesO feedback to
Ohighly commended by the CSC judges. product is a multi level data encryption tool, improve and evolve their innovatior®mni-

"e next product to address data leakage was Compete would also like to congratulaténk
RiTechinternationalOs Bioslimdisk, presented to Security, winner of this yearOs Cyber Security

PitchLive by company representative Peter May

er. "e Bioslimdisk is a highly secure USB drive,
accessible only by user Ingerprint recognition.
Hardware encryption prevents unauthorised
access even from an advanced attack, and a Oself

Challengel "ink Security is our !rst ever
Canadian winner, and weOre happy to see our

competitions drawing in strong entries from an
increasing number of countries. "is yearOs !nals
at PitchLive represented everything that our
destruct® mode will format the driveOs contacts if competitions are about: showcasing innovation,
the case is accessed by force.
BlackRidgelechnology presented ifsans
port Access ControlTAC) product, a system
which Ocloaks® corporate networks to dimin

ish the chance of a successful cyber-attack.

promoting small business, making conhec
tions, and rewarding excellence. We wish this
yearOs winners the very best and look forward
to hearing about, and being part of, their future
successes.O
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Jeremy Brow

Global Response’s Alex Chitty spoke
with Jeremy Browne MP, Minister of
State for Foreign and Commonwealth
Affairs about the current cyber threat to
government and infrastructure.

"...if you have an entire
countryQOs infrastructure,
not just its government but
hospitals, transport, air trafpc
control, etc, all computerised,
and you have the ability
to completely disable the
computer network of a whole
country then you can bring
that country to a standstill just
as emphatically as you could d
using conventional warfare"

Can you provide some insight into the
International Security session that you
chaired at the London Conference on
Cyberspace?

session was around the difficulty of traceability,
and it’s rather hard to enforce codes of conduct if
you can’t trace the perpetrators.

Does the sophistication of an attack indi

I lis is a very big set of issues, and there is some cate the origin?

benefit in getting interested parties together to
air their thoughts and explore how they could
make sure the internet is a force for good in the fu-
ture. The meeting wasn’t designed to agree a set of
specific objectives, it wasn’t a completely process-
oriented meeting, it was more an opportunity

for people from around the world to share their
perspectives and observations. We had a panel of
speakers from a variety of different countries, so
there was an American on the panel, a Russian, a
South Korean as well as Europeans.

We talked about big issues. The nature of
cyber threats; if you have an entire country’s
infrastructure, not just its government but
hospitals, transport, air traffic control, etc,
all computerised, and you have the ability to
completely disable the computer network of a
whole country then you can bring that country to
a standstill just as emphatically as you could do
using conventional warfare. If hospital computer
networks were disabled the impact on people of a
particular country would be very profound.

How can that type of behaviour be regulated,
curtailed, in the same way as it would be if

you were using conventional means to disable
hospital or ATC systems of a country? This is a
grey area that was being explored in the meeing.

I think the difficulty in this whole field is of inter-
pretation. You can recognise good practice when
you see it, but it’s hard to codify it, because differ-
ent people can interpret different regulations in
different ways which suit their existing political
preconceptions.

The other interesting part of this conversation
is that it’s all rather hard to define. You might
be able to work out where the attacks originate
from, but the status of the perpetrator of the at-
tack is unclear. You could say the origin of an at-
tack was the US, for example, but does that mean
an individual sitting in his bedroom in Seattle, or
does it mean an organisation in the United States
or the government itself?

You could have a private company in that
country, or a nationalised company, where
shareholding is held by the state, what happens
if that organisation or company has offices in
the country where the attack has been perpe-
trated, i.e. the attack came from within the host
country? So quite a lot of conversation during the

I 1 canOt o"er technical insights, but it is an issue.
It’s an issue for our state institutions, but also for
private companies. Industrial espionage in the past
would have required getting a scientist with a white
coat into a company to take a few drawings out of

a filing cabinet while no one was looking, and now
could be possibly effected without the perpetrator

ever going into the same country.

Did the meeting discuss the threat to infra
structure from STUXNET-type attacks?

I It was more general that that, though it would
have been an interesting area to cover. I suspect a
lot of the British public would suggest that trying to
retard an Iranian nuclear programme was actually
a good thing to do. The ability to cause serious dis-
ruption is increased. Of course the ability of states
or quasi-state actors to cause disruption varies heav-
ily, so it has potentially malign purposes - one state
can hold a dominant position over another state or
neighbouring state in a way that’s of interest to the
wellbeing of the weaker of the two states. They may
feel coerced into other types of political or trading
relationships than they otherwise would do.
The Estonian President raised something that the
Americans are now looking at, where governments
can’t always expect to attract the brightest minds.
That’s important - if the person trying to work
the system is getting five million pounds, and
they’re against a civil servant earning forty thou-
sand pounds trying to stop them.

So the Estonians and US are creating a kind
of home guard of cyber defence - has that
been considered in the UK, or are you aware
of anything similar?

I 1 would have thought there would be some areas
that would be national security areas of interest
like this. But in such a fast-moving situation as this
where the technology is evolving all the time, being
open to outside ideas and outside expertise does
seem sensible. But ’'m not aware of any particular
initiative.

Another possible answer to the cyber threat has
been a kind of internet Interpol.

You need to tease out national security issues




le UK government has invested £650 million into cyber security spending

and crime issues. There are some areas that the UK
government would regard as criminal behaviour
perpetrated on the internet but are not necessarily in-
jurious to national security, and there’s a distinction
to be made between the two. Other countries would
regard certain types of behaviour or expression as
intrinsically threatening to their national security.

People setting up a blog to criticise the coalition
government would not be regarded as a threat to
national security in Britain, but others might see a
site which had the express purpose of bringing down
a government as being criminal.

There’s a general rule of thumb that there aren’t
two types of world - the real world in where the rule
of law applies and the cyber world where there are
no laws. And actually, on a scale of how open or how
unregulated internet activity is, no country has a
complete absence of regulation. The social network-
ing sites in the UK co-operate with the police if
they’re being used by paedophile rings, or by people
plotting a terrorist attack.

The argument that we shouldn’t be stopping peo-
ple from committing terrorist crimes by plotting on
the internet is not one which generally finds favour.
We accept that there should be constraints. But
where do we pitch those constraints? Most people
would accept that Germany is a benign liberal coun-
try but if you try to set up a website about Holocaust
denial you would, as I understand it, be breaking
German law.

So, on that basis, some international organisa-
tions based in Washington or elsewhere could mark
Germany down as a country which doesn’t allow
a degree of freedom of expression on the internet,
well, maybe on that narrowly defined issue, but to
differentiate Germany in that way is to miss the
overall picture, which is that countries like that are
in the liberal camp.

So there are different issues, or different cultural
points in different countries. It’s easy to see a liberal
country when you see it, but it’s quite hard to codify

what constitutes it.

Do you think that Britain is differentially
exposed or more vulnerable than some other
countries to a cyber attack?

" Idon’t think any country necessarily admits the
degree to which it is threatened, and few countries if
any, admit the degree to which they perpetrate the
threat, so it’s hard to draw up a league table of where
you stand, but there’s a real threat - that’s why the
government has invested 650 million pounds - and
that’s against a backdrop of falling defence budgets.

If an individual budget is increasing in a department
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where the overall budget is decreasing, then that tells
its own story about what we identify as a threat.

The Prime Minister David Cameron spoke at
the conference and he explicitly made that point -
there’s a certain amount of money to spend, how
much do we spend on aeroplanes, how much do we
spend on tanks, how much do we spend on soldiers,
how much do we spend on cyber security? It wasn’t
a separate classification, it was seen as a part of our
overall resilience as a country.

Of course, it wouldn’t necessarily just be other
states that are the issue. Everyone’s a potential actor.
How organised and concerted is the attack? It could
be disparate and unfocused, but if it brought down
the computer networks of a government depart-
ment for a week then it really wouldn’t matter.

The motivation would be relevant, but it wouldn’t be
relevant insomuch as the disruption would be the
same regardless of the sophistication or the motiva-

tion of the perpetrator of the disruptions.

You spoke at the conference about how it is
important to work together, what does the
future look like following the meeting?

" It’s much better, 'm sounding like Bob Hoskins,
but it is good to talk - it’s better to talk than not talk.
If the alternative is each country develops its own
thinking in isolation and treads its own path, we’re
less likely to get to a situation where people start to
feel out the parameters of what is a reasonable way
to behave.

Whether that’s formally codified in some sort of
UN-style declaration, or whether it’s a bit looser or
more informal, nevertheless there’s a sense of people
feeling their way down a path together and getting a
sense of mutual understanding of the parameters of
the debate. So in that sense, the meeting had value
in its own right, even though it wasn’t very heavy on
concrete conclusions, it good for the representatives
of major world powers to be in a room sharing their
ideas. Even sharing their differences, which is better
than not sharing their differences.

The American speaker [Howard Schmidt, White
House Cybersecurity Co-ordinator] said, flatter-
ingly, that in 10 years time this would be seen as
a sort of landmark event, where one will be able
to trace the co-operation back to this inaugural
conference in London. There’s a bit of truth there, to
get to some sort of conclusion you've got to start the
journey, so we have events in Hungary next year and
South Korea after that. You can’t keep having the
same conversation every year, so you hope that
the conversation in between events evolves and

starts to solidify.

INTERVIEW

You chair the Human Rights Advisory Sub-
Group on Freedom of Expression on the
Internet - how do you think policing cyber
space will affect civil liberties online?

" The internet is the greatest force for freedom of
expression arguably ever invented, certainly since
the printing press and maybe even greater than that.
It has huge potential to give people a voice who have
previously not had a voice. I think it makes it more
likely that benign liberal change in the world will
happen from the grass roots up rather than from
the top down. The Arab Spring was not entirely an
internet phenomenon, but the internet was certainly
atool in the process.

But also you see examples in countries like Iran
where people are able to put video footage from
mobile phones onto YouTube and people are watch-
ing them within minutes of the events taking place,
and in other parts of the world we can see that it’s a
powerful force. The natural inclination of the British
government is to celebrate this greater vehicle for
freedom of expression. With a caveat, which is that
if you have a means by which people can express
themselves then people can do that in a malign way
as well as a benign way, and I think that’s when you
get into difficult territory - where the presumption
for a country like Britain is that people should be free
to say disagreeable things, and certainly to criticise
governments.

But we've had in a general context, away from
the internet, a debate in Britain about the degree to
which you should be free to criticise other people’s
religions - whether incitement of hatred is a reason-
able thing to prevent through law, or whether people
should be allowed to incite hatred. So some of these
internet debates don’t exist in isolation, there’s a
wider debate about what is permitted - if people were
handing out leaflets outside a tube station saying
“gather here at 7 tomorrow evening to smash up
shops”, the police would stop them from distributing
those leaflets. The argument could be made that if
someone’s made a website with that same message,
why should that be treated any different?

But then as soon as you start entertaining curtail-
ment as a legitimate possibility, then it is interpreted
by other countries in other parts of the world which
have a less instinctively liberal approach, as being
reasonable to curtail all kinds of activity in a way
they might regard as of interest to the common
good. We however might see the site as perfectly

legitimate.

See news pages for a review of the Lon
don Conference on Cyberspace
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